Firmly Rooted in Hardware:

Practical protection from firmware attacks in
hardware supply chain
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N2 & River Loop Security What brings us together (apart)

e Hardware Level Threats
e Discussed Techniques
o Look at a few approaches for an attacker
o What are the pros/cons on some of these, and relative difficulty
e Assessment Challenges
o Some specific examples from our work in assessing these types of systems
o How can we automate this
e Helping Defenders

All discussions of “Discussed Techniques” and attacks are based only on publicly available data.
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Hardware Level
Threats



PN River Loop Security Narrowing our focus
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N i Loop Security Narrowing our focus
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PN River Loop Security Narrowing our focus
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General Categories of HW Threats

External Physical peripherals
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\ River Loop Security General Categories of HW Threats
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SoC Implants

PCB implants
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\ River Loop Security “The Sandwich”

“A 3D package (System in Package, Chip Stack MCM, etc.) contains two or more chips (integrated

circuits) stacked vertically so that they occupy less space and/or have greater connectivity... TSVs

replace edge wiring by creating vertical connections through the body of the chips. The resulting
package has no added length or width”

https://en.wikipedia.org/wiki/Through-silicon_via#3D_packages
Image CC-BY-SA Shmuel Csaba Otto Traian

) Through S|I|conV|as (TSVS)V HBumps

Package substrate

Graphics card | Liﬂc‘iﬁfﬁim

Multi-layer Printed Circuit Board (PCB), up to 8 layers Display connectors
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\ M oiyer Loop Security “The Sandwich”

3D engne dsplay contraler HBM controller DRAM ' . ' j ' ' ' . I
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HBMcontroller die l
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Silicon lnterp oser 1024 data links / HBM stack @ 500MHz

Package substrate

Package substrate

PCl Express

G ra p hi c S c a rd Electrical current

Multi-layer Printed Circuit Board (PCB), up to 8 layers Display connectors
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Intel unveils new 3D chip packaging design

Intel's new chip packaging design doesn't sound exciting, but it is important for server
processor technology.

000000

Circuit security
3D integration can achieve security through obscurity; |
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@ River Loop Security “The Add”

On a Board?
Can be legitimate: e.g.: move a component from one pad to another
Availability of different package sizes
Slight difference in board design - stability, specs, etc.
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Image from https://www.eevblog.com/forum/projects/why-leave-empty-(unpopulated)-spaces-on-a-pchb/
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%) River Loop Security “The Add”

Design or Implant?

* Complex, 3D bonding patterns
* Purpose: supply chain
flexibility
Mig will routinely swap out

sub-components to optimize
L, Yy d

Side

Inside a Package?
Can be legitimate: e.g.: flash memory package
Sold but has different configurations, or different memory internally
Wirebond down differently

Image credit bunnie Huang @20:40 of https://www.youtube.com/watch2v=RgQhWitJ1As

River Loop Security proprietary. For limited public release. Copying or distribution is



\ River Loop Security Challenges to Attackers

“If any single contractor attempts to modify the designs, the manufacturing process is structured so
that those alterations would not match the other design elements in the manufacturing process”

- Supermicro CEO
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Images from https://trmm.net/Modchips
CC-BY Trammell Hudson
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Why TPM Attacks?



River Loop Security

OTP (Core root of
trust — CRTM)

FSBL signed with
mfr key

Additional signed
bootloader stages

Back to boot...

—> Signed OS

Verified at every stage of boot, fail closed
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N e Loop Security Cryptographic Underpinnings

Hash as a Hash as infeasible Integrity from

deterministic to generate w/o Signatures
one-way function a source FW or to a
collide

Ability to Verify a Firmware Image Was Signed
by A Specific Entity
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PCRs, in the real world

OPERATING SYSTEM
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Zimmer, Dasari, & Brogan, 2009
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River Loop Security So... we have a bunch of hash values. What next?

Check that everything seems normal:

e Signatures: Components are signed by trusted authority
e Measurements: Final extended PCR value measured for specific state

Platform Attestation: “An operation that provides proof of a set of the platform’s integrity
measurements. This is done by digitally signing a set of PCRs using an AlK...” (TCG, 2011).

TPM ﬁ
Sign with AIK > Host

PCRs
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PCR Extend Attacks



Interposer

Fun
happens
here
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Extending AWESOME work done by NCC Group — TPM Genie
https://github.com/nccgroup/TPMGenie
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PN River Loop Security

TPM Attack 1 — Hash Replacement

Replace SHAT hash in transit with attacker-controlled value
Allows non-validated malicious code to run

e L L L T T I +

| header | body

e $ecccnccccnnnne

| tag | length | ordinal | index | digest (20 bytes)

Fecccnna Fenccacsnncnna Fecccancnnanna e T
006 C1 0O 0O 6O 22 00 0O 6O 14 0O OO OO O1 | 2A AE 6C 35 (9 4F CF B4 15 DB E9 5F 40 8B 9C E9 ..

NCC Group — TPM Genie Whitepaper 2018. Page 8

Host TPM

River Loop Security proprietary. For limited public release. Copying or distribution is



\ River Loop Security

void backdoor(char xbuf) {
// "Verify the good file"
char GOOD[HASH_LEN] = {
86, 101, 114, 105, 102, 121, 32,
32, 103, 111, 111, 100, 32, 102,
char EVIL[HASH_LEN] = {
86, 101, 114, 105, 102, 121, 32,
32¢ BN MMy oREraT As 325 10%;
if (memcmp(buf, EVIL, HASH_LEN) == 0) {
memcpy (buf, GOOD, HASH_LEN);
}

116,
105,

116,
105,

104,
108,

104,
108,

Signals on the bus

101,
101};

101,
101};
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Host
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Random Please!

o

TPM
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Do a thing

‘i

TPM
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& River Loop Security Other attacks

CVE-2018-6622 — remember those “extend only” PCRs?

e Power attacks
e Reset/modify PCR values

Bus tapping attacks
e 2010 attack alleging ability to recover keys after watching bus for 6 months

Many other alleged attacks by power analysis, back-doors, malicious update files, etc. etc. etc. google
“iPhone back door”
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Operation
ShadowHammer
& ShadowPad

TECHBY VICE

Hackers Hijacked ASUS
Software Updates to Install
Backdoors on Thousands

of Computers

The Taiwan-based tech giant ASUS is believed to have pushed the

malware to hundreds of thousands of customers through its trusted
automatic software update tool after attackers compromised the
company’s server and used it to push the malware to machines.

By Kim Zetter

Mar 25 2019, 9:00am [l Share ¥ Tweet

IMAGE: SHUTTERSTOCK




% River Loop Security

ﬂackdoored ASUS Live Updater executable

Original ASUS code section

[ Tiny patch of CFT function call j

Payload Decryptor

Resource 136: EXE
Encrypted Payload

Remainder of ASUS updater tool code
(broken PE file)

\S

)/

Source: https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/
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loc_50E988:
edi, edi
ebp
ebp, esp
ebx
esi
edi
40h ; '@’ ; flProtect
1000h ; flAllocationType
80000h ; dwSize
0 ; LpAddress
ds:
ecx, eax
ecx, ecx
short loc 5

offset pMaliciousPE
eax
0BCOOGhH

Copy
malicious

loc SOE9B7:
code ~

lodsd
stosd
Loop loc_50E9B7

Execute
malicious 0CO8h

loc_50E9C3:
xor eax,
push eax ; uExitCode
call ds:

In Short


https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/

August 15, 2017

ShadowPad: How Attackers-hide Backdoor.in
Software used by Hundreds.of Large
Companies around the World

ShadowPad is one'of the largest known supply chain attacks."Had ithot

been detected and patched so =~ R e oor
hundreds of ¢

N [ [ WL [ A e Bl s

Kaspersky Lab experts have discovered a backq
by hundreds of large businesses around the world. When activated, the backdoor allows attackers to

download further malicious modules or steal data. Kaspersky Lab has alerted NetSarang, the vendor of the
affected software, and it has promptly removed the malicious code and released an update for customers.

ShadowPad is one of the largest known supply-chain attacks. Had it not been detected and patched so quickly,

it could potentially have targeted hundreds of organizations worldwide.

Source: https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/
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In Short
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Xiaomi
Surveillance Backdoor



@ River Loop Security

Exclusive: Warning Over
Chinese Mobile Giant Xiaomi
Recording Millions Of
People’s ‘Private’ Web And
Phone Use

‘- Thomas Brewster Forbes Staff

<
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PN River Loop Security

“It's a backdoor with phone functionality,” quips
Gabi Cirlig about his new Xiaomi phone.

He’s only half-joking.
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https://www.forbes.com/companies/xiaomi/

PN River Loop Security

Code inside the com.android.browser.n3.d.class

try {
if (!this.f1103d) {

if (!TextUtils.isEmpty(str)) {

com.android.browser.n3.d.a("page load event start"”, "url", str);

b

this.f1103d = true;
Tab.this.a(System.currentTimeMillis());
}
} catch (Exception e2) {
miui.browser.util.r.a((Throwable) e2);

1
J
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PN River Loop Security

Code inside the com.android.browser.n3.d.class

try {
if (TextUtils.isEmpty(str)) {
return;
s
if (Tab.this.Y || "mibrowser:home".equals(str)) {
com.android.browser.n3.d.a("page _load event finish", "url", str);
¥

} catch (Exception e2) {

miui.browser.util.r.a((Throwable) e2);
G
s
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PN River Loop Security

Code inside the com.android.browser.n3.d.class

public static void a(lList<String> list) {
if (list != null && !list.isEmpty()) {
for (String next : list) {
r.a("ThirdPartyAnalytic", "third track url:" + next);
if (!TextUtils.isEmpty(next)) {

b.f().execute(new a(a(next)));

1
J

e

-~
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 Code M. Host Path Start Duration  Size

7,— 200 POST sa.api.intl... [sa?project=global_browser&r=IN 18:01:58 1.23s 19.46 KI; G
200 POST sa.api.intl... /sa?project=global_browser&r=IN 18:02:14 907 ms 2.69KB C...
LK ) data_list

AYLT JIVIOTIARLL I VI LY L1114 | NUNSLYAJL U/ U3U VALY NNGALIJLV T
KIJmFGSJzho0ZuvPyD98P47Z12pVZotBwFfafaSNXhgyglAOqcLvr+kUS
psAoif3uYOYKtIXNSqBIOYgIWyGYU28BAZ5Q2pbAiEJ107q0sDISGx4Ep =
Filter: sa? b40ryeJntDh9e75YjFG8voPOLhZ XatAFnMkGFgtKmPdx6YF7gotfgdBFz Focused  Settings
> | RtViAY991r10KOE8/n4IHkUxupLEbcYitvOriC28uhSWTjKphWermgKDdD
Overview xnSxtjRUhGXkQa5DbGncZRsypreiGShR20KBxkWspVCu/mF3ZWdAdW
Name  Value GBssANGxtIPw1jPMK10FBXMjOCUPoM480VCCn9DBU2wH8JINSfbbN8J
cre 71247 WSrcPmz7te9RbOchHPn9DpySI8PP2p18uzq8vDiYatpPF+SVKMLg+hJ3x
gzip 1 8ztZgvJzMxaA5DVuQxaqU1WVF7XoOmg4puBeDXbYgL+DDc4X/S3vhG |
data st HASIA JoneocKlE T OO SRe o OB A oK KPP XEY O a3y [SBYKI332ZHKrTC2YSh2EXPVimirkabnwZ/mPDXBIWHS3X Ze7MShKL...
hEjOE1JgleWerGSZQ6G5K6A6W 2vJWIKNTg2tJVeycr6eVWDAAZWMO
dOrd8fOR/Pz87HOPRHOLxurzulYHYBAKPXx3YMTfWom1rtvH278/0qKI+L4
7rS8EpqY3kp7r28E00BPBy8agZ T86eQYCzJwo/Lp0jBh2IK4oRIz5kSRQIL |
75MpUOVPNJIp8k3RZModR4xI02V5U14Jzd120GRAWVBIhW4rOzf7jVLb
BvhVLTS8TJro4ii6kHgluwfx3606v98I/RVsip6zKWaYjWxFVp+giVESfp9 i
06vG3AVI2BPbWWCfsa21nUs2k+qZ19QJjBuOar7a2N/nNyc3JbrcLtiod
AkzCzcmUB8h/rZg2d/+bVsYT1+3dnfnZsxg0z3mfJ32fp+K+149Rx0UhOt
Headers 26NfzD4e+xAX8Md/Q9AIYb4+hSH6aecWsWUzpyaOTVz6n/PKUeaethM l
HTTPA1 200 ¢ oPoKgLBnUKFsFYVZFCfPocJoQuMZKgdwleykmf+nzVSZqgfliVi78BxR3ly
¥ JEFgAA

Date: Wed, 29
Content-Type: tmﬁm R — e —
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... app use was being monitored by Xiaomi, as every
time he opened an app, a chunk of information would
be sent to a remote server

River Loop Security proprietary. For limited public release. Copying or distribution is



Supply chain
considerations



PN River Loop Security Ultimately, this is a supply chain issue

° Build
System

O Reverse
O Engineering
2
0
V)
O
| -
O
2
5
| -
O
1
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N River Loop Security Why Care about Code?

.

Hardware backdoors
don't operate alone

River Loop Security proprietary. For limited public release. Copying or distribution is



& River Loop Security Binary Equivalence: Huawei

0" k€ \Work to validate them by HCSEC is
still ongoing but has already exposed

(s R \vider flaws in the underlying build

process which need to be rectified

before binary equivalence can be

demonstrated at scale... Unless and until

this Is done it is not possible to be

confident that the source code examined

by HCSEC is precisely that used to build

the binaries running in the UK networks.??

- UK HCSEC 2019.03
(emphasis added)

River Loop Security proprietary. For limited public release. Copying or distribution is



PN River Loop Security

Binary Equivalence - Multiple Steps

In Source Code In Compiled Firmware In Chips

An attacker could hide via a If a reproducible, signed build When reading from the chips,
subtle logic bug; require chain using trusted differences 0x00 vs OxFF for
multiple preconditions components isn't available... memory vs firmware

Very difficult to audit for - Reverse engineer and do Wear leveling, old versions not
especially when the general program analysis to align all cleared, etc.

code quality is poor. parts of binary firmware to

code -- while dealing with

compiler optimizations/etc

River Loop Security proprietary. For limited public release. Copying or distribution is



River Loop Security

“~  Tweet

Christian Blichmann @AdmVonSchneider - Apr 26 v
Hello @BinjaDevs, @vector35.
github.com/cblichmann/bin...
#BinDiff
e 00401280 vs sub_00001205 - hello_clang_vs_hello_gee, BinDHY - BinDiry x
Yeew Mode Graphe Jelection Segrch Wndow Help
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Binary Only
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The Good News...?
e BinaryNinja: Reversers need a lifter.

Firmware has the “Problems of Yesterday”
e Stack buffer overflows

e Raretohave ASLR, DEP, Stack cookies
e Constant buffer sizes
e Unchecked bounds
e ..limitless possibilities
Indicators

e Vulnerable C functions:
o strcpy, printf, system, memcpy, ...

e Externally provided input with no checks
o Maxsize assumptions

River Loop Security proprietary. For limited public release. Copying or distribution is

PILOT: Bug Class Patterns

Example: Stack Buffer Overflow

int main (int argc, char** argv) {
char buf[100];
char* input = argv([l];
strcpy (buf, input);



PN River Loop Security

Why Automation

e Faster
e Manual is good for finding issues such as logic
bugs,
command injection, etc.
e Automation is good for finding issues such as:
o when a binary library introduces issues

(e.g., chip vendor HAL)

o items that get optimized out during
compilation (e.g., secure zeroize)

o false positives due to analysis of dead code
(e.g., compiled out due to #ifdefs)

e Automated analysis run of update server’s
firmware update

Timal [\\
i

=0

Good luck!
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3.38 Analysis of relevant source code worryingly identified a number pre-processor
directives of the form “#define SAFE_LIBRARY_memcpy(dest, destMax, src, count)
memcpy(dest, src, count)”, which redefine a safe function to an unsafe one, effectively
removing any benefit of the work done to remove the unsafe functions in the source
code. There are also directives which force unsafe use of potentially safe functions,
for example of the form “#define ANOTHER _MEMCPY(dest,src,size)

memcpy_s((dest),(size),(src),(size))”.

River Loop Security proprietary. For limited public release. Copying or distribution is



\ River Loop Security Huawei

3.33 The report analysed the use of the commonly used and well maintained open
source component OpenSSL. OpenSSL is often security critical and processes
untrusted data from the network and so it is important that the component is kept up
to date. In the first version of the software, there were 70 full copies of 4 different
OpenSSL versions, ranging from 0.9.8 to 1.0.2k (including one from a vendor SDK)
with partial copies of 14 versions, ranging from 0.9.7d to 1.0.2k, those partial copies
numbering 304. Fragments of 10 versions, ranging from 0.9.6 to 1.0.2k, were also
found across the codebase, with these normally being small sets of files that had been
copied to import some particular functionality. There were also a large number of files,
again spread across the codebase, that had started life in the OpenSSL library and

had been modified by Huawei.

River Loop Security proprietary. For limited public release. Copying or distribution is
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.

%

20 devices In 45
seconds:
Automated Bug

Hunting in loT Devices

Pilot Security Inc.
Ekoparty 2019
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\ M niyer Loop Security D-Link DIR-619L: Hardcoded Passwords

- Hardcoded Password = PASSWD ENTRY roct R 0000t oiish

Description
A Linux (or similar) account passwd entry was found in the firmware, likely indicating a hard-coded password which makes it easy for attackers to bypass authentication. If the account
protected by this password is exposed via a serial console, telnet, SSH shell, or similar, then anybody with knowledge of this password can access the system.

Account Name  Secure Hash? Hash Type Hash Salt

River Loop Security proprietary. For limited public release. Copying or distribution is



River Loop Security Keekoon KKOO1: Hardcoded Passwords

Title Severity ¥+ Reference Tags Vulnerable Items
v Hardcoded Password Utilized 8.8 PASSWD ENTRY root_/bln/:
Description

A Linux (or similar) account passwd entry was found in the firmware, likely indicating a hard-coded password which mal
a serial console, telnet or SSH shell, or similar, then anybody with knowledge of this password car.acce=s the system.

Account Name  Secure Hash?  Hash Type Hash Salt

oo - A

root No MD5

N/A

The unique values found were root:

Affected files

/etc_ro/passwd-, /etc_ro/passwd

River Loop Security proprietary. For limited public release. Copying or distribution is



& River Loop Security Other bug classes

Tenda ACI10

- Changes to hardware interaction
- Failure to patch

. doSystemCmd@GOT EXEC_PARAMETER None Argument 0 0x0047£fe70 0x0053¢

- Lack of encryption
doSystemCmd@GOT EXEC_PARAMETER ‘websGetVar' Argument 1 0x004504£8 0x0053¢
- BUg dOO rS? doSystemCmd@GOT EXEC_PARAMETER None Argument 2 0x004bl0afc 0x0053¢
- Pattern Of behavior possi ble to match doSystemCmd@GOT EXEC_PARAMETER None Argument 1 0x0047dfed 0x0053¢

against, unlike hardware

River Loop Security proprietary. For limited public release. Copying or distribution is
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% River Loop Security Huawei: Source Code Review Fails

e The UK received uncompilable source code
No guarantees that a binary or firmware blob running on purchased hardware matches source code

Reversing firmware off the devices is time consuming but more accurate

Huawei Cancels Launch of New MateBook Laptop,

& i Sidae saceleiici luawel PC Manaoe Citing US Trade Bans
imesci ’ ‘ adwrsa - o v
| T
June 2019

Matebook Laptop Series,
March 2019
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\ M oiyer Loop Security Hardware Backdoors

@joemchen

e As we learned from the SuperMicro case these Found soime Chinese and one US
are very hard to prove backdoor on my raspi.

e A true hardware backdoor is undetectable from
factory swapping a cheap part

e If you control hardware fabrication you control
the device

9:52 AM - 27 Oct 2018

237 Retweets 854 Likes ‘ ﬂ’ ‘ " 0 . -a O 0

QO 35 11 237 ) 854 =
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\ River Loop Security Common Design Pitfalls

. Trusting OTA/update verification (without per-boot checks)
Leaving a secondary firmware load mechanism (e.g., JTAG set IP)
Relying on non-cryptographic verifications (e.g., CRC)

Not protecting the software that enforces the secure boot (mask
ROM, bootloader, etc)

Not verifying a fall-back recovery image/etc

Not planning for key revocation

N

o o
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River Loop Security Common Implementation Pitfalls

1. TOC/TOU
a. Especially on embedded

2. Insecure storage of the verification certificate

3. Inadequate control over firmware signing key

4. Leave a debug/development bypass or second key in production
compile

5. Waiting too long to try to implement it: secure boot does not ‘layer well
onto a product that is far along in development.

River Loop Security proprietary. For limited public release. Copying or distribution is



$N& River Loop Security Practical steps

e Learn morel
o NCC Group TPM Genie https://github.com/nccgroup/TPMGenie
o A good primer: https://resources.infosecinstitute.com/uefi-and-tpm/
o Zimmer et al paper:
http://download.intel.com/technology/efi/SFO9_EFISOO1_UEFI_PI_TCG_White_Paper.pdf

If you're making/buying/reselling a product:

e Manage your supplier

o Understand, end-to-end, your key management and provisioning process; audit mfr
software

e Implement appropriate testing
o Burnimage vs. chip dumps
o Inspection for implants
o Test your firmware early, often, before every release

River Loop Security proprietary. For limited public release. Copying or distribution is
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